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[bstract: This paper will examine the extraterritorial application of European Union Law regarding the Internet in three
particular cases that exemplify a current trend and make apparent the advantages and challenges of this approach. The
examples relate to the protection of personal data and, in particular, the scope of the General Data Protection Regulation, the
right to be forgotten and cross-horder access to electronic evidenee. The paper will end with some recommendations on how

to avoid the problems that the extraterritorial application of the law in this field may entail.
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(\)  INTRODUCTION

Internet was al its inceplion a virtual space, a wav lo communicale regardless of borders. Nevertheless,
| [ A o
we are far from the first utopian approaches of John Perry Barlow that in his Declaration of the
ndependence of Cvberspace Tamoush proclaimed “Governments ol the Industrial world, (..) T come
Independ (Yberspace | I\ proc [ “( (s of the Industrial world I
from Cxberspace, (..) on behall of the future, Fask vou of the past to leave us alone. You are not welcome
among us. You have no sovereignty where we gather™. Internet and the activities anvone undertake on it
should he su|)i(‘('l (o the law as any other human endeavour, The (|l|(‘sli(m is which law and il it 1s |)0ssi|)|(‘
1o build walls around it.

The European Union (EU) must regulate matters such as protection of copyright, the fight against
terrorism, commerce, ele. However, this gets ('()Illl)li(‘fll(‘(l when it involves the Internet, a medium that
by its very nature is global."The conception of Law and its application are traditionally Tinked to the
territory for reasons of sovereignty and effectiveness. This has not prevented other states from taking
measures that tend to fragment the Internet* as the Great Firewall of China or Russia’s new Law that
|1()|ws (o reclaim a “sovereign Internet”Nevertheless, an organization like the EU based on the values of
the protection of human rights, the rule of law and democracy cannot rely on such Kind ol measures that

seek to ereate walls and contribute to censorship,

& Article published on 31 December 2019

goza. Mail: angascon @ unizar.es.

' The problem ol laws related 1o the Internet and jurisdiction has been discussed for more than twenty vears butitis still
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unresolved. See DR Johnson and DL Post, “Law and Borders - The Rise of Law in Cyxberspace™, 48 Stanford Law Review
(1996), 1367-1702 |dot: 10.2307 122390 J. R Reidenberg, “Lex Informatica”, 76(3) Texas Law Review (1998), 553-393 and D. C.
Menthe, “Jurisdiction in Cyberspace: X Theory of International Spaces”, 4 Wichigan Telecommunications and Technology
Law Review (1998), 69-103,

> This phenomenon s delined as “splinternet” or the "balkanization” of the Internet.

3 See K Idrisova, “Explainer: Russia’s drive for a sovereign internel”, BBC Voniloring's, published on 12 February 2014,

accessed on g July 2019,
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The EU has problems in making its legislation effective and companies that offer their services in
the EU should not be able 1o escape from its regulations just by placing their servers in third countries,
but the EU can neither simply impose its own rules at a global level interfering with the jurisdiction of
other states. Laws with an extraterritorial application are notnew,t but they are gaining traction m all the
fields related to the Internet.s

This paper will examine the measures taken or proposed in the EU i specifie fields related to the
prolection of personal data as the scope of the General Data Protection Regulation (B) or the right to be
[orgotten (C) and cross-border access to electronic evidence (D). These are only three particular arcas
but they are examples of a broader trend in the EU and make apparent the advantages but also the

problems ()l‘nl)l)l\ ing laws extraterritorially,

(B)  THE SCOPEOF THEGENERAL DATA PROTECTION REGULATION

The General Data Protection Regulation (GDPR)" has a marked extraterritorial impact since it applies
to millions of companies located outside the EU. The GDPR, as stated inits Article 3, applies to the
processing ol personal data in the context of the activities of an establishment of a controller or a
processor in the EU (regardless of whether the processing takes place in the EU). In addition, it also
applies (o the processing of personal data of persons who are in the U by a controller or processor nol
established in i, where the processing activities relate to the offering of goods or services’ to persons in
the EU, or the monitorimg ol their behaviour.® As we can see, the firsl part follows a subjective
territoriality principle, taking into account who processes or controls the data, while the second adds a

passive personality principle following the target of such actions.

i Forathorough study of some examples 1o inform EU poliey-making, see R Dover and J. Frosini, The Lxtraterritorial

LfJects of Legislation and Policies in the U and LS (Furopean Union, Brussels, 2012) [doi: 10,2861 75161].

i See Internet Sociely, The Internet and extra-lerritorial effects of laws (Internet Sociely, 2018). In this concepl paper (al

0. the Internet Sociely warns that “decision-makers in many slates are imposing rules that spill over onto the Internel
clsewhere, hamper innovation, deter investment i their own countries and risk ereating new digital divides that disadvantage
their own citizens.”

* Regulation (EU) 2016 67¢ of the European Parliament and of the Council of 27 April 2016 on the protection of natural
persons with regard (o the processing of personal data and on the free movement of such data, and repealing Directive
05 46 EC (General Data Protection R('guhlli()n), OJ 2016 L, g 1.

7 Recilal 23 GDPR helps to clarify this concept: “in order to determine whether such a controller or processor is offering
goods or services Lo data subjects who are in the Union, it should be ascertaied whether itis apparent that the controller or
processor envisages oflering services 1o data subjects in one or more Member States in the Union. Whereas the mere
accessibility of the controller’s, processor’s or an intermediary’s website in the Union, of an email address or ol other contact
details, or the use ol a language generally used in the third country where the controller is established, is insufficient to
ascertlain such intention, factors such as the use of alanguage or a curreney generally used in one or more Member States with
the possibility of ordering goods and services in that other language, or the mentioning of customers or users who are in the
U nion, may make itapparent that the controller envisages offering goods or services to data subjects in the Union.”

8 Recital 24 GDPR helps to elarify this concept: “in order to determine whether a processing activity can be considered
to monitor the behavior of data subjects, it should be ascertained whether natural persons are tracked on the internel
including potential subsequent use of personal data processing techniques which consist of profiling a natural person,
particularly in order o take decisions concerning her or him or for analvzing or predicting her or his personal preferences,

hehaviors and attitudes.”
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Companies have a huge incentive o abide by the GDPR hecause in case of aserious violation of i,
the offender can he subject to fines up 1o 20 000 000 €, or in the case of an undertaking; up to 4 % ol the
total worldwide annual turnover of the preceding financial vear, whichever is higher (Article 83 GDPR).

The goal of this ample territorial scope is that the protection offered by the GDPR “travels™ with the
personal data wherever it goes in a globalized society where data crosses borders with a simple click,
Offering protection onlv for data processing taking place within- European borders would be
meaningless in a globalized sociely. This measure also seeks 1o offer a level-plaving field for European
companies nol creating a stricter regulation that would ereate burdens only for them. The extraterritorial
application of the GDPR means that any company wanting access to the Earopean market for offering
its services and goods and dealing with “European” personal data in the process should abide by these
rules.

\evertheless, the GDPRhas been harshly eriticized because, with the number of businesses that fall
under these eriteria worldwide, itis casier for big firms to adapt to it while itis very costhy for small and
medium enterprises?In addition, data protection authorities in the member states have limited resources,
so Svanlesson argues that “as there clearly will be more foreign businesses failing to comply with the
GDPR than there are resources to mvestigate them, the actual application of the GDPR will necessarily
be arbitrary, which arguably undermines the legitimacey of any enforcement actions taken.™ Although
\zzi considers “the EU rather benefits from the “legitimacy™ of the extraterritorial claims and is equipped
wilh the relevant tools to enforee it abroad™. Hertand M. Czerniawski add that “this approach, although
not without drawbacks and challenges to state interests and mdividual rights () solves one of the biggest
problem European data protection law currently faces, which is lack of jurisdiction over third country’s
data controllers processing substantial numbers of EU data subjects” data™

The problems are manifold and the erities have good reasons to be concerned, but the difficulty to
ensure the application of the GDPR or the lack of resources for it cannol make us aim for lower
standards of protection of fundamental rights.* even il the EU has to be mindful of the problems and
challenges and strive to improve them.

The European legislators were quite conscious that the exterritorial application ol laws could have
undesirable impacts. The very GDPRincits recital ny states that the extraterritorial application of some

laws, regulations and other legal acts “mav be in breach of international law and may impede the

9 See Mo Scoll, Lo Cerulus and Lo Kavali*Sin_months in, Europe’s privacy revolution favors Google, Facebook”,

Politico.cu, published on 23 November 2018, or M. Scoll, L. Cerulus and S. Overly, “How Silicon Valley gamed Earope’s

privacy rules” Politico.cu, published on 22 May 2019, both accessed on g July 2019,

v DLJ B Svantesson, “European Union Claims of Jurisdiction over the Internet — an Analvsis ol Three Recent key

Developments™, g (2) Journal of Intellectual Property, Information Technology and F-Commerce Law (2018), 1131235, al para.
30.

" A Azzi, The Challenges Faced by the Extraterritorial Scope of the General Dala Protection Regulation”.q (2) Journal

of Intellectual Property, Information Technology and I-Commerce Law (2018), 126-137, al para. go.

“ o Pode Hert and M. Czerniawski, “Expanding the Earopean data protection scope bevond territory: Article 3 of the
General Data: Protection Regulation inits wider context”, 6 (3) International Data Privacy Law (2016), 230-243, al 230
[doioa093 idpl ipwoos].

SArL 8 of the Charter of Fundamental Rights of the EU recognizes personal data protection as a fundamental right.
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altaimment of the protection of natural persons ensured in the Union by this Regulation. Transfers
should only be allowed where the conditions of this Regulation for a transfer to third countries are mel.”
The GDPRistates its own extraterritorial application but precludes that of foreign laws in many cases.

IFor the extraterritorial application of a law, itis essential to find a substantial connection o avoid the
risk of overregulation. Article 3 of the GDPR achieves this, even ifits “targeting test” will need refinement
by the case law of the Court ol Justice of the ELU.

\nother key elementis that the GDPRwill enhance the fundamental rights of Internet users. Towill
have positive effects for European users but also for the ones outside EU borders as foreign companies
who improve their personal data protection standards mav decide to apply the enhanced standards
worldwide. In addition, European data protection law has a spill over effect that makes that other states
tend to converge with it (especially il'lll(‘) wanl a decision ()l'ml(‘quzlv_\ of the European Commission).

\ universal international treaty 1o deal with these matters would be even better. However, the
United Nations could not reach such outcome and the only hope in this sense is the Convention for the
Protection of Individuals with regard to Automatic Processing ol Personal Data of the Council of
Furope. Nevertheless, this one is also limited, even il its scope goes far bevond Furope with Argentina,

Cabo N erde, Mauritius, Mexico, Morocco, Senegal, Tunisia or Uruguay as stale parties.

(C) THESCOPEOF THE"RIGHTTO BEFORGOTTEN"

\n issue that merits a particular approach in this field is the controversial “rieht to be foreotten”. The
| Pl g g

Court of Justice of the EU in the case Google Spain'? ereated a kind of “right to de-referencimg”, based on
gle sy 8 8

the right to the protection of personal data. It ruled that the operator of a search engine 1s obliged to

remove from the list ol results displaved following a search made on the basis ol a person’s name links to

web pages when the data sul»i(‘('l makes such a request” even il some (\\('('pli()ns have to be considered,

for example, when the information has public mterest. This right has been widely eriticized because it

places such decisions m the hands of Internet intermediaries instead of judges and because it ereates

conflicts with the right to freedom of expression and the right to information.® Nevertheless, the GDPR
8 | 2

=

Judgment of the CJEU (Grand Chamber) of 13 May 2014, Google Spain SL and Google Inc. v Agencia Espanola de
Proteccion de Datos (\EPD) and Vario ( osteja ( sonzdlez, C-i3n 12, LCLERU:Ca2014317.

This case already presented some questions about the territorial application ol EU personal data protection law. The
Court ruled that Directive g3 46 was "o be mterpreted as meaning that processing ol personal data is carried out in the
context ol the activities of an establishment of the controller on the territory of a Member State when the operator ol a search
engine sels up in-a Member State a branch or subsidiary which is intended to promote and sell advertising space offered by
that engine and which orientates its activity towards the inhabitants of that Member State.”

M. Gomann, in “The new territorial scope of EU data protection law: Deconstructing a revolutionary achievement” 54 (2)
Common Warket Law Review (2017) 567 590, argues that the broadening ol the scope of the GDPR was nol as revolutionary
as many believe as itwas largely foreshadowed by the Courtol Justice’s judgmentin this case,

5 Because the information may be inadequate, irrelevant or no longer relevant, or excessive inrelation to the purposes of
the processing atissue carried out by the operator of the search engine.,

" See M. Oghia, Information Nol Found: The “ight to Be Forgoltien” as an E-merging Threal to Vedia Freedom in

the Digital 1ge (CINEA Digital Report) published on g January 2018, accessed on g July 2019,
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cnhanced it ereating a“right to erasure” mits article 17.

Google does notapphy the de-referencing of the controversial content globally 1o all its domains, but
geo-blocks the requests for such information coming from the EU only. The French National
Commission for Information Technology and Freedoms (CNIL) considered that this was not enough
because the rights of Europeans were not effectivel protected and sanctioned Google, which appealed
the 100 000€ fine. A decision on the prelimmary ruling before the Court of Justice of the U is currently
pending.”

The French Council of State asked whether a search engine is required, when granting a request for
de-referencing, to deploy the de-referencing to all of the domain names used by it so that the links al
issue no longer appear, irrespective of the place from where the search initiated on the basis of the
requester’s name is conducted, and even il itis conducted from a place outside the territorial scope of the
Directive g5 46;%or a search engine is only required (o remove the links atissue from the domain name
corresponding to the state inwhich the requestis deemed to have been made or, more generally, on the
domain names distinguished by the national extensions used by that search engine for all of the member
states of the EU. The French Council of State also asked if the search engine operator is required 1o
remove the results using the “geo-blocking™ technique, from searches conducted on the basis of the
requester’s name from an 1P address deemed 1o be located in the state of residence of the person
benefiting from the “right to de-referencing”, or even, more generally, from an 1P address deemed 1o be
located inone of the member states subject 1o Directive o546, regardless of the domain name used by
the mternetuser conducting the search.

The simplified question would be if Google has to de-reference the controversial result worldwide
or is itenough Lo limitit to the queries coming from the EU using geo-blocking, Ttis important here to
underline that we are speaking about a different kind ol exterritorial application of the law as the one
explained i the previous section. In the case of the scope of the GDPR, the question was who has 1o
abide by it the present case the question is not who but how. Itis elear that Google has to abide by U

Law; the question is which should be the scope of the compulsory de-referencing.

g

The CNIL has strong arguments against limiting its application (o requests o access conlenl
coming [rom the EU. Its President has explained that not to apph it worldwide “would be to empty the
Furopeans” rights of their substance and to consider that the scope ol a fundamental right is variable m
geomelry, depending not on the one who exercises it but on the one who looks at the results™ In
addition, this option could be easily circumvented through different mechanisms like virtual private
networks or proies.

However, imagine that an American writes a comment on an American blog, newspaper or social
media that offers its services also in the EU and savs something true about a Furopean person. Iltmay be

going 1o far to force Google to de-reference it worldwide when that American was writing something

7 Request for a preliminary ruling from the Conseild’Etat (IFrance) of 21 August 2017, Google Inc. v. Commission
nationale de Uinformatiqueel des libertés (CN11), Case C-50717.
Stis interesting o underline this takes as legal basis the Directive that preceded the GDPR.

W L Falque-Pierroting « Pour un droit au dérélérencement mondial », Le Wonde, 2 December 2010,

23 8YDIL (2019) 410

oy - . — . N ey Q
425 DOL 1071073 svhil.23 28



118 Clascon Varcen

legal in America, inan American medium, as this will affect the freedom of expression of that person and
polentially the freedom to receive information of millions of people all over the world.

IFurthermore, the Special Rapporteur on the promotion and protection of the right to freedom of
opinion and expression of the United Nations warned that “the logic of these demands would allow
censorship across borders, 1o the benelit of the most restrictive censors™™ Tmagine that a counlry as
China makes all media de-reference information of the reaction to the protests in Tiananmen Square in
198¢ because speaking about this is illegal in-its territory. The EU should be mindful that “excessive
jurisdictional claims by democratic countries undermines those countries™ objections 1o such claims
made, for example, by oppressive dictatorships.™In some cases, keeping walls i the application of laws
(o a territory may be the mostrespectful option with human rights.

The Key question is how to balance the human rights at stake asthe result could not be the same in
different states. This is the reason why the Advocate General Szpunar positioned himsell on the cautious
side taken in this case by Google. He considered that there could be a danger that il an authority within
the EU could order de-referencing on a worldwide scale, an inevitable signal would he sent to third
countries, which could also order de-referencing under their own laws. Therefore, third countries could
mterpret certain of their rights i such a way as to prevent persons located ina member state of the U
[rom having access to information they sought. The Advocate General understood that there would be a
genuine risk ol a race 1o the bottom, 1o the detriment of freedom of expression, on a European and
worldwide scale”

Szpunar, in its Opinion, proposed the Court to declare that the search engine is not required to de-
relerence on all its domain names in such away that the links atissue no longer appear, regardless of the
place from which the search on the basis of the requester’s name is carried oul. He considered that the
search engme should only be required to delete the Tinks atissue from the results displaved following a
search carried out in a place located in the EUL In that context, that operator is required o take all steps
available to ensure effective and complete de-referencing. That includes, i particular, geo-blocking from
an IP address deemed to be located inone of the member states regardless of the domain name used by
the mternet user conducting the search. Inany case, the Court i its decision will have to make a very
thorough balancing ol rights.*

The Opmion in this case seems Lo be atodds with the one of the same Advocate General in the case

Glawischnig-Piesczek Thal case, also pending a decision of the Court of Justice of the EU, refers to an

* D, Kave, fieport of the Special Rapporteur on the promotion and protection of the right o freedom of opinion and
expression, 6 \|>|’i| 2018 (A TTRC 28 22), al 6.

2 As stated |)) D.J. B. Svantesson, ul“,\ll'lll(‘l'l'il()I'i{l“l} in Dala I)l‘i\fl(“\ Regulation”, 70) Wasarvk University Journal of
Law and Technology (2012), 87-906, al ¢2-g3.

= Opinion ol Advocate General Szpunar, 10 January 2019, Case C-307 17, Google LLC v. Commission nationale de
linformatique et des libertés (CN11),§ 61, ECLEEU:Ceongus,

% See Bovan Alsenov and M. Koekkoek, The extra-territorial reach of the IXU's “right 1o be Jorgotten”.CiTiP W orking
Paper 20 2015, KU Leaven Centre for I'T & TP Law, 2015,

i Opinion of Advocate General Szpunar, 4 June 201, Case C-i18 18, Lva Glawischnig-Piesczek v. Facebook Treland
Limited, ECLEEU:C201:458.

23 SYDIL (2010) 113 425 DOL: 1047103 svbil.23.28


https://documents-dds-ny.un.org/doc/UNDOC/GEN/G18/096/72/PDF/G1809672.pdf?OpenElement
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=2551838

The extraterritorial application of European Union Data Protection Law 419

\ustrian politician who sought to climiate some comments from Facebook, as she considered them
defamatory. A\mong other questions, the Austrian Supreme Court asked about the exceptions of liability
of the Directive on electronic commerce® and il Facebook was supposed to retire that information
worldwide or in the relevant member state. There are other dangerous questions about the need to retire
also information with an equivalent meaning but this falls out of the scope of this paper.

Szpunar has being criticized, because he stated that the territorial scope of a removal obligation
imposed on a host provider in the context ol an injunction is not regulated by any provision of the
Directive and therefore it does not preclude ordering host provider to remove worldwide information
dissemimated via a social network platform (§ 93).2(; In his opmion, this is a ke difference with the case
alrcady explained. However, the absurd result of this differentiation will be thatif something is regulated
in XU Law it should in principle only be appliedin the EU, butif something is regulated i national law it
can be applied worldwide.

\ case ol defamation is obviously different from a case of “right to be forgotten™ and this may have
had an impacton the resull. Nevertheless, ifwe look closer 1o this case we may see thatitis not justa case
ol defamation but also political speech and as the European Court of Human Rights has stated in its

case-law politicians should be open o a high degree ol criticism in the framework ol democratic

9

debate2*However, it could be difficult for the Court to consider this as it is not partof the questions posed
by the national courl. Therefore, the solution again is nol si|n|)|(‘ as iL1s the case i many stlances when
vou lry lo |'<\gl||;1|<‘ conlenl.

Szpunar adds more nuanced comments when he states that, owing to the differences between
national laws and the |>|'<)I('('Ii()n of the |)|'i\ ale life and |)<'|'sonz1|il\ |'i5_r,'||ls and to respect wideh |'<'('()gnix(‘(|
fundamental |'i5_r,'|lls, the court musl (‘l(l()|)l an zl|)|)|'(m('|l of self-limitation. In the mterest of mternational
comily, the court should limit the extraterritorial effects of its junctions concerning harm to private life
and |)(‘|'s<mz1|il\ rights. The i|n|)|(‘|n('nlzlli()n ol a removal obligation should not go bevond what is
necessary 1o achieve the |»|'()l('('linn of the illilll'(‘(l person. Thus, mstead of |'(‘|n()\in§_§ the content, that
court might order that access to that information be disabled with the help of geo-blocking (§ 100).

The defamation (‘\z1|n|)|(' |1i5_r,'|1|ighls some of the |)|'<)|)|('|ns aworldwide “righl to be I})l'g()ll('n" may
[ace. In the United States (US), “the Congress has already adopted a blocking statute concerning what
they see as “libel tourism™ it makes mandatory the non-recognition of foreign defamation judgments

where a US Court would have reached a different i||(|glm'nl under the First Amendment.”™

5 Directive 2000 31 EC of the European Parliament and of the Council of 8 June 2000 on certain legal aspects of
information sociely services, in particular electronic commerce, in the Internal Market, OJ 2000 1178 1.

0 See P Cavaliere, " AG Opinion on C-18 18: Towards Private Regulation of Speech Worldwide™, Kuropean Law Blog,

published on 28 June 201q, accessed on g July 2014

27 See D.J. B Svantesson, Grading |G Szpunar’'s Opinion in Case (-1818 | Caution gainst ) orldwide Content

Blocking s Defaull. al 4, published on 17 June 2019, accessed on g July 201 [doiz 10213 ssrn.3404385)-

B See P Cavaliere, “Facebook, defamation and [ree speech: a pending CJEU case™, EU Law Analysis, published on 17

May 2019, accessed on g July 2014,

2\ \zzi, supra n.n,al para. 68,

_n)\) bl (20109) 413 425 DOL 10171073 \\|)l|_7')_’.t\)


https://eur-lex.europa.eu/legal-content/EN/ALL/?uri=CELEX:32000L0031
http://europeanlawblog.eu/2019/06/28/ag-opinion-on-c-18-18-towards-private-regulation-of-speech-worldwide/
https://ssrn.com/abstract=3404385
https://ssrn.com/abstract=3404385
http://eulawanalysis.blogspot.com/2019/05/facebook-defamation-and-free-speech.html

420 CGascon Vlarcen

(D) CROSS-BORDERACCESSTO ELECTRONIC ENIDENCE

\nother field where itis possible to face a collision between the protection of personal data and other
rights is the access o electronic evidence, as shown by the Courtol Justice of the EU inits data retention
case law > This gets even more complicated when the aceess 1o data takes places across-jurisdictions.
Many police investigations require information in the hands of intermediaries located inanother country
or hosted abroad. Therefore, it is imperative 1o facilitate cross-border access of police and judicial
authorities 1o these data 1o enable them to prosecute crimes effectively. However, this must be done
alwavs with the necessary saleguards ol human rights 1o ensure a fair and equitable process. Mutual legal
assistance (ML) mechanisms do not respond well 1o this need because they take alotof time when the
information can be sent from one jurisdiction to another with a click, and, in many cases, the information
may be fragmented across jurisdictions. Response times are extremel long normally from six 1o 24
months and this causes that many requests and thus investigations are abandoned.”

This topic has been widely discussed in the EU and the US, and the latter took the legislative lead in
the matter. [twas pushed to do so by a case where Microsoltrefused to comply with a US court warrant
requesting the content of emails stored ona server in Ireland as part o a drug trafficking investigation
that was taking place in the US. The case reached the Supreme Court (C nited States of America v.
Vicrosofi Corporation)* and the European tmici Curiae on it show the EU positions i the matter.

Several members of the European Parliament involved in the drafting of the GDPR presented a
briel of Amici Curiae in support of Microsolt. They considered that “the successful exeeution of the US.
warrant would extend the scope of US. jurisdiction to a sizeable majority of the data held in the world’s
datacenters (most of which are controlled by US. corporations) and would thus undermine the
protections of the EU data protection regime, specifically mtended and designed to cover data stored in

an LU Member State.™ In this case, 1t is not the extraterritorial zl|)|)|i('zlli()n of the GDPR that |m5(\(| a

* Judgements ol the Court of Justice of the EU ol 8 \pril 2014, Digital Rights Ireland Lid v. Vinister for
Communications, Varine and Natural Resources, Vinister for Justice, Equality and Law Reform, Commissioner of the
Garda Stochdna, Ireland, The torney General, and AéirninerLandesregierung, Wichael Seitlinger, Christof Tschohl and

others, joined cases C-203 12 and C-394 12, ECLEEU:Ci2014:238; and of 210 December 2016, Tele2 Sverige I3 v. Post-
ochlelestyrelsen, and Secretary of State for the Home Department v. Tom W atson, Peter Brice, Geoffrey Lewis, joined cases
C-203 15 and C-698 13, ECLEEU:Ci2016:970.

ven alter the decisions of the Court, the member States continue looking for a wav o create U legislation on data
[ [ter the d ['the Court, Ul ber Stal [ looking | ( le EU legslal lal
retention and the Council of the EU tasked the Earopean Commission 1o draft a comprehensive study on possible solutions
for retaining data, in its Conelusions ol 27 May 2019 (Doc. 663 19).

1

2
3

Cyvbererime Convention Committee, The mutual legal assistance provisions of the Budapest Convention on

(vbercrime, s December 2014 (T-CX (2013)17vev ), al. 123,

# - Fora good explanation of the US Charming Betsy canon and an in-depth study of the challenges of this case see AL
Colangelo and A, L. Parrish, International Law and Extraterritoriality: Brief of International and Lxtraterritorial Law
Scholars as Amict Curtae (LS. v. Microsofi).(SMU Dedman School of Law Legal Studies Research Paper No. 382, 2018),

[doi:10.2139 ssrn3105491].

B Briefof \mici Curiac Jan Philipp lbrecht, Sophie in ‘L) eld, ) iviane Reding, Birgit Sippel. And xel ) oss, members

of the Luropean Parliament in support of respondent Vicrosofi Corporation, al 1.
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conflict with other laws, but the other way around, as the EU is not the only one following this
extraterritorial trend.

The European Commission was quile cautious in its - bmicus Curiae. [tunderlined that, in the EU's
view, any domestic law that creates cross-horder obligations should be applied and interpreted m a
manner that is mindful of the restrictions ol international law and considerations ol international
comity** It also acknowledged that the application of domestie law to foreign conduct may cause [riction
with foreign countries and result m violations of mternational law, and it is necessary to mitigate such
risks.»

The Supreme Court never decided the case, because the US Congress enacted the Clarifying
Lawful Overseas Use of Data \et (HLR. 4943). known as the CLOUD Act, on 23 March 2018, rendering
the case mool. This federal law states that a provider of electronic communication service or remole
computing service under US jurisdiction shall preserve, backup, or disclose the contents ol a wire or
clectronic communication and any record or other information pertaining to a customer or subscriber
within such provider’s possession, custody, or control, regardless of whether such communication, record,
or other information is located within or outside of the US. This includes personal data stored i the EU
that fall under the protection of the GDPR.

The GDPR has very strict rules ol when these data can be facilitated to authorities outside the EU
and the simultaneous application of the GDPR and the CLOUD Actin cerlain cases can pose serious
conflicts to Internet mtermediaries, as abiding by one would mean breaching the other. The LIBE
Committee of the European Parliament asked the European Data Protection Board (EDPB) and the
Furopean Data Protection: Supervisor (EDPS) about the implications of the CLOUD  Act. They
declared i their jomt response that “unless a US CLOUD Act warrant is recognized or made
enforceable on the basis of an mternational zlgr(w‘lm‘lll,:‘“ the lawfulness of such transfers of personal
data cannot be ascertamed, without prejudice 1o exceptional circumstances where processing is
necessary lo protect the vital interests of the data subject.™

This gets even more complicated because the European Commission has decided also to propose a

mechanism Lo facilitate the access of European authorities to electronic evidence i eriminal matters

K

Drief of the European Commission on behalf of the Furopean Union as Anmicus Curiac in support of neither party, al s,

Ireland did not align itsell formally with Microsolt but argued that the procedures provided for i the MEA Treaty between it
and the US represented the most appropriate means Lo address such requests and offered to process it as expeditiously as
possible. Brief for Ireland as \micus Curiae in support of neither party, al .

5 fhid al 6.

16

3

One of the main problems, in the opinion of the EDPB and the EDPS,is that the MEA Treaty in force between the
U and the US only aims al facilitating judicial cooperation, and therefore contains very limited provisions relevant from a
data protection point ofview. Another option will be the new Protocol to the Council of Europe Convention on Cybererime to
lacilitate cross-border access 1o electronic evidence currently negotiated of which hoth the US and the EU are supposed 1o
become parties when itis finalized.

7 Jomtleter of the EDPB and the EDPS addressed to Juan Fernando Lopez Aeuilar, Chair of the LIBE Commitlee on

10 July 2014,

_n)\) bl (20109) 413 425 DOL 10171073 \\|)l|_7')_’.t\)


https://www.supremecourt.gov/DocketPDF/17/17-2/23655/20171213123137791_17-2%20ac%20European%20Commission%20for%20filing.pdf
https://www.supremecourt.gov/DocketPDF/17/17-2/23732/20171213152516784_17-2%20ac%20Ireland%20supporting%20neither%20party.pdf
https://edpb.europa.eu/sites/edpb/files/files/file1/edpb_edps_joint_response_us_cloudact_coverletter.pdf

CGascon Vlarcen

-_
&)
1o

through the ereation of EU Production and Preservation Orders? The dralt Regulation lavs down the
rules under which an authority of a member state may order directly a service provider offering services
m the EU, to produce or preserve electronie evidence, regardless of the location of data (\rticle ).
\ccording to Article 2.4 of the draft, “offering services in the Union” means enabling legal or natural
persons inone or more member state(s) o use the services listed i the relevant article and having a
substantial connection to the member state(s).™ It follows although not with exactly the same wording a
similar logic 1o the GDPR with a passive personality or targel principle 1o justify its extraterritorial
application and it will apply 1o a high number of companies outside the borders of the EU. This may
entail Turther conflict with the CLOUD Act, as this has a second part which is a *blocking statute” tha
[orbids Internet providers to facilitate data to a foreign authority if there is notan execulive agreement
between that state and the US. The Furopean Commission is working to solve this problem as in May
201 1L recenved amandate from the Council to open negotiations Lo conclude an agreementwith the US
on cross-horder access 1o electronic evidence for judicial cooperation in eriminal matters,

\evertheless, this is not the only problem ol the proposed Production and Preservation Orders for
clectronic evidence. The design of these mechanisms does not incorporate enough human rights
saleguards. It places the Internet intermediaries as the only ones who could defend the interests of the
data subjects as they will not be notified of the request usually. The intermediaries will not have much
time to react and will not have enough information available (o assess its compatibility with the human
rights of the person targeted by the request so all the mcentives will be 1o comply and none (o appeal the

410

order.

(D) CONCLUSIONS

Al this shows that when it comes (o regulating aspecls related to the Internet, o many cases, it 1s
impossible not o resort to a certam extraterritorial effect of the rules and this mav be justified in some

cases. However, in others, we should consider if the use of g(‘()-l)h)('l\ing is nolt a better solution. This

38

Proposal for a Regulation of the European Parliament and of the Council on Earopean Production and Preservation

Orders for electronie evidence i eriminal matters, COM 2018 297 (inal.

3 Reeital 28 of the dralt clarifies the meaning of “substantive connection™ as follows “Such a substantial connection to
the Union should be considered 1o exist where the serviee provider has an establishment in the Union. In the absence of such
an eslablishment, the eriterion ol a substantial connection should be assessed on the basis of the existence ol a significant
number of users in one or more Member States, or the largeting of activities lowards one or more Member States. The
targeting of activities towards one or more Member States can be determined on the basis ol all relevant circumstances,
cluding factors such as the use ol a language or a curreney generally used in that Member State, or the possibility of ordering
goods or services. The targeting of activities tlowards a Member State could also be derived from the availability ol an
;1|)|)|i('z|li()n (‘;1|)|)') in the relevant national app slore, from |>|’()\i(|ing local z|(|\orlising or el(h(*l'lising in the |('1||§_(l|elg(‘ used
that Member State, or from the handling of customer relations such as by providing customer service i the language
generally used i that Member State. \ substantial connection is also 1o be assumed where a service provider directs its
aclivilies lowards one or more Member States as set out in Article 17(0)(c) of Regulation 1215 2012 on jurisdiction and the
recognition and enforcement of judgements in civiland commercial matters.”
fo

i See M. Bose, An assessment of the Commission’s proposals on electronic evidence, Faropean Parliament, 2018 [Doi:

102861 24720 and Joint Civil sociely letter to VMember Stales aboul their drafl position on “e-cvidence” ol 5 December 2018,
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musl be analysed with special care 1o try to apply solutions proportional to the problems and the interests
atstake." Itis especially important to think about what consequences any regulation will have in practice
and, above all, for human rights, knowing that sometimes there will be confliets of fundamental rights.

L, al II, for | ghts, K g thal | (l II'l flicts of fund tal right
For example, a blocking order with global scope is justified for some Kinds of content as child
pornography but mav not he for a de-referencing order to comphy with the right to be forgotten alfecting
[reedom ()I'(\\|)|'(\ssi()n and imformation in a |)|(‘l('(‘\\|](‘l'(‘ suchright does not even exist.

The EU is a global normative leader in Internet related laws. For this reason, its legislators should
think about the consequences ol the extraterritorial application of its laws because certain countries that
do nol share its democratic values could do with similar laws il they applied them [or spurious reasons.
| [ sl Is d [ | Id d (l lar | [ pplied for s
\lthough the Internet by its very nature knows no limits, the regulation of many of the aspects linked to it
must do so. However, this should not stop us when considering norms that may increase the standard of
the |)|‘()I(‘('Ii()n of human rights worldwide as the GDPR.

The cross-border access 1o electronie evidence would be better regulated by international treaties,
where that is possible, than by unilateral measures. The way forward is (o negotiate an agreement
hetween the EU and the US and a Protocol 1o the Cyvbererime Convention that contain the necessar
human rights safeguards.

The EU must case access Lo electronie evidence m eriminal matters but the proposed production
and presery ation orders have to melude also the £l|)|)|'()|)l'iill(‘ human rights safeguards. This mechanism
mav be mimicked in others parts of the world so the EU should be coherentwith its aim of increase the
respect for human rights globally. Both the CLOUD Act and the European Commission proposal
should be amended to i|n|)|'<)\<' their mechanisms to solve conflicts of laws as they would surch appear
sooner than later.

\nother issue common to the right to be forgotten and the production and preservation orders and
many other initiatives related with online regulation is that we |)|z1('(‘ Internet mtermediaries as the ones
who will have 1o decide in “the first instance™ il they reject or grant these requests (not the person who
created the content or the data subject). In most cases, they would be businesses moved by the increase
of their benefits not by the well-being of their users so we have to make sure not to |)I'i\21|il(‘ law-
enforcement and not to ereate incentives heavily weighted on the side of ign()l'ing the rights of users and
just comph with any request they get. States cannot relinquish their primary responsibility 1o protect
human rights in the name of efficieney and swiftness. This mav also mean the need to ereate new
avenues of accountability for Internet intermediaries.

The question at the end itis not really i we should build walls or break them but how to ereate laws
that mayv go bevond borders or stop al them as the best solution in each case. In this sense, as in mam
olhers, the |'(‘|>|\ should be to do whatever i|n|>|'()\('s the I)r()l(‘('lion of human l'igllls lal\ing the necessar

measures that follow legitimate goals m a proportional way.

o See Jo G Daskal, “Speech  Across  Borders”  (February 21, 2019). Virginia - Law — Leview — (2019),

[dotorg 10.2139 ssrng407710].

2 Kay e, .S’L[/)I'([ n. 20, al 20.
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